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Health Insurance Portability and Accountability Act
HIPAA is the abbreviation for Health Insurance Portability and Accountability Act. The act is a federal law which seeks for the creation of national standards. The objective is to protect sensitive information regarding patients’ form being disclosed to unauthorized persons without the knowledge of the patient. As a CIO in a health insurance company there are several controls that one needs to implement as a result of this law (Edemekong et al., 2021). One of theme is ensuring integrity, confidentiality, and availability of all electronic protected information. The next control is to put measures for detecting and safeguarding against anticipated threats to the security of the information. There must also be a certification for compliance by the entire workforce. The forth thing is protection against anticipated threats to the security of the information. The last thing is to provide and promote high quality health care and to protect the public’s health and well-being. A good example of such a company wher HIPAA must be strictly observed is Aviva International which is located in the United Kingdom.
The website I logged into is web.com. Security measures for the website can be analyzed by looking at the address bar where the URL of a website is written. A master key is a symmetric key that is used to encrypt multiple subordinate keys. Its length will typically be 128 – 256 bits, depending on the algorithm used, and it will have a very long life, possibly even indefinite. Digital certificates refer to the SSL/TLS certificates. These are the most common and most reliable. Web.com website uses SSL certificate type. The issuer of the digital certificate is the users themselves. The certificates were issued on 12th July 2020 and will expired after two years. 
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